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Social RelevanceSocial Relevance

• Sensitive Data : Image of the individual
• Favors new type of communication
• Digital divide (cost, complexity)
• Protect against new threads : Identity theft
• Privacy 
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Mutualisation EffectMutualisation Effect

Applications
(Examples)

x509

E-Government
(Portal)

Administration A

Administration B

Administration CSocial security

Para-
Governmental

SMEs

Municipalities

Company X

Company Y

Bank A

Bank B

New Multiline

Bank A

Bank B

Bank C

Closed user
group

With one LuxTrust Certificate the 
user can access multiple 

applications

The costs for the certificate can be shared 
among the multiple application providers

allowing them to get PKI technology at a 
fraction of the price of an own solution. 

Common 
applications allow 
further levels of 

cost sharing

Each user has
1 LuxTrust ID

( PKI )
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Card DeliveryCard Delivery
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Certificate holdersCertificate holders

LuxTrust Smartcards, Signing Sticks and Signing 
Server  Certificates will only be issued to:

•• Physical personsPhysical persons as private individuals:as private individuals:

–– Signatures and other operations are made as a private personSignatures and other operations are made as a private person

•• Physical personsPhysical persons as employees or representatives of a as employees or representatives of a 
company / institution:company / institution:

–– Signatures and other operations are made as a representative of Signatures and other operations are made as a representative of a a 
company or institutioncompany or institution
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Professional Certificates / MandateProfessional Certificates / Mandate

Type of actors:Type of actors:

• Application Providers (i.e. Online-banking)

• Employee / professional person

• Administrators

• Private person
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Professional Certificates / MandateProfessional Certificates / Mandate

Card issuing :Card issuing :

= agreement to issue the card= agreement to issue the card

≠≠ mandate or specific rightsmandate or specific rights

Card usage is regulated by:Card usage is regulated by:

-- LuxTrustLuxTrust’’s General Terms and Conditionss General Terms and Conditions

-- Contract  between company and card holder / MandateContract  between company and card holder / Mandate
(i.e.: signature rights)(i.e.: signature rights)

-- Contract  between company and application providerContract  between company and application provider
(i.e.: access rights)(i.e.: access rights)
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QualifiedQualified Signatures: NeverSignatures: Never --endingending StoryStory

•• Advanced Electronic SignatureAdvanced Electronic Signature

–– Uniquely linked to the signatoryUniquely linked to the signatory

–– Capable of identifying the signatoryCapable of identifying the signatory

–– Created using means that the signatory can maintain under his soCreated using means that the signatory can maintain under his sole le 
controlcontrol

–– Linked to the data to which it relates in such a manner that anyLinked to the data to which it relates in such a manner that any
subsequent change of the data is detectablesubsequent change of the data is detectable

•• Qualified Electronic SignatureQualified Electronic Signature
–– Advanced Electronic SignatureAdvanced Electronic Signature

–– Based on qualified certificatesBased on qualified certificates

–– Created with a secure signature creation deviceCreated with a secure signature creation device
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ExpectationsExpectations

•• Application ProvidersApplication Providers

–– Elements of proofElements of proof

–– Cost reduction by mutualisation of resourcesCost reduction by mutualisation of resources

–– Keep control of authorisation  and internal securityKeep control of authorisation  and internal security

–– Facilitate compliancy Facilitate compliancy 

–– Solutions against new type of attacksSolutions against new type of attacks

•• CustomersCustomers
–– Sole control of security credentialsSole control of security credentials

–– Elements of proofElements of proof

–– Control of personal dataControl of personal data
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RealityReality

•• IT people know WHAT to do,IT people know WHAT to do,

•• But very often donBut very often don’’t understand HOW it workst understand HOW it works

•• And even worse ignore WHY certain implementation And even worse ignore WHY certain implementation 
steps are necessarysteps are necessary

Security is often an illusionSecurity is often an illusion
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Cryptography : no future ?Cryptography : no future ?

SHASHA--1 Broken1 Broken
““SHASHA--1 has been broken. Not a reduced1 has been broken. Not a reduced--round version. Not a round version. Not a 
simplified version. The real thing.simplified version. The real thing.””

RSA BrokenRSA Broken
Branch Prediction Analysis attackBranch Prediction Analysis attack

Biometrical PassportBiometrical Passport not securenot secure

““AdiAdi Shamir was unexpectedly pessimistic about the future, saying Shamir was unexpectedly pessimistic about the future, saying 
that the security of the systems we use worsens as the systems that the security of the systems we use worsens as the systems 
become more complex. He even went so far as to say that we wouldbecome more complex. He even went so far as to say that we would
conclude 30 years down the road, that cryptography had won many conclude 30 years down the road, that cryptography had won many 
battles, but lost the war for greater security.battles, but lost the war for greater security.””
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Customer ViewCustomer View

•• Doubts due to real or sensational press releasesDoubts due to real or sensational press releases

•• Provided applications not really helpful to give Provided applications not really helpful to give 
confidenceconfidence

•• Technology not understandableTechnology not understandable

•• Acceptance by flexibility : anywhere, anytimeAcceptance by flexibility : anywhere, anytime

People need Control Possibilities
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ChallengeChallenge

No intelligence on PC ?No intelligence on PC ?

There is, but it There is, but it waswas not our business.not our business.

Securing a by design unSecuring a by design un--secure environment.secure environment.
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Common layerCommon layer

Abstraction of smartcard and Signing Server communication
Plain Java Objects for easy integration into applications
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Wrong assumptionsWrong assumptions

•• Big Bang MigrationBig Bang Migration
•• Protection against all threads Protection against all threads 
•• Loose control of security : Loose control of security : Application providersApplication providers

•• Privacy : Privacy : one idone id--number for everybody ?number for everybody ?
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ROIROI

•• Internal Usage : VPN, SSOInternal Usage : VPN, SSO
•• Secure electronic exchange (Secure electronic exchange (SofieSofie, e, e--File)File)

•• Reduce administrative burdens and costs Reduce administrative burdens and costs 

•• International InteroperabilityInternational Interoperability

•• MultiMulti--application cardsapplication cards

•• Paperless Legal ArchivesPaperless Legal Archives
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EE--mail Securitymail Security
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Message 
tampering

Phishing

EE--mail mail SecuritySecurity

Virus

Identity 
theft

Spam
Info
theft
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Digital Signatures: Integrity & Authenticity Digital Signatures: Integrity & Authenticity 

Sender

Receiver

Source: http://technet.microsoft.com/en-us/library/bb123848(EXCHG.65).aspx
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S/MIME Encryption: Message ConfidentialityS/MIME Encryption: Message Confidentiality

Sender

Receiver

Source: http://technet.microsoft.com/en-us/library/bb123848(EXCHG.65).aspx
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Flexibility / transparency with secure gatewaysFlexibility / transparency with secure gateways
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StandardsStandards

RFC 3850 S/MIME 3.1 Certificate Handling TerminologyRFC 3850 S/MIME 3.1 Certificate Handling Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD 
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as …. 

Using Distinguished Names for Internet Mail End-entity certificates MAY contain an Internet mail 
address…. 

The email address SHOULD be in the subjectAltName extension, and SHOULD NOT be in the subject 
distinguished name.

Receiving agents MUST recognize and accept certificates that contain no email address.

Receiving agents MUST recognize email addresses in the subjectAltName field. Receiving agents 
MUST recognize email addresses in the Distinguished Name field .

Sending agents SHOULD make the address in the From or Sender header in a mail message match 
an Internet mail address in the signer's certificate. Receiving agents MUST check that the address in 
the From or Sender header of a mail message matches an Internet mail address…..

A receiving agent SHOULD provide some explicit alternate processing of the message if this 
comparison fails, which may be to display a message that shows the recipient the addresses in the 
certificate or other certificate details. 
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Mail Client Mail Client BehavioursBehaviours

1st e-mail
address

2nd e-mail 
address

sending
e-mail

address

Outlook
Express

Outlook
2003/2007

Thunderbird

1@domain.lu - 1@domain.lu

- 1@domain.lu 1@domain.lu

1@domain.lu - 2@domain.lu

1@domain.lu 2@domain.lu 1@domain.lu

1@domain.lu 2@domain.lu 2@domain.lu

- - 1@domain.lu
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Email Scenario 1Email Scenario 1
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Email Scenario 2 Email Scenario 2 
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Adobe : Valid SignatureAdobe : Valid Signature
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Adobe : Revoked CertificateAdobe : Revoked Certificate
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Mass signature & TimestampingMass signature & Timestamping
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Privilege Management InfrastructurePrivilege Management Infrastructure

•• AuthorizationAuthorization

•• Rights on certain objectsRights on certain objects

•• Role basedRole based

•• Attribute certificatesAttribute certificates

•• Acceptance by the market ?Acceptance by the market ?

Attribute Authority

Application ProviderEnd_user

Authentication

Authorizations
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Identity Management and PseudonymsIdentity Management and Pseudonyms

•• Information, not only privileges Information, not only privileges 

•• Information holder has control over his dataInformation holder has control over his data
• Information delivered on an ‘as needed’ base

•• Multiple pseudonyms, sector specificMultiple pseudonyms, sector specific

•• AnonymizeAnonymize user towards application provideruser towards application provider

•• Accountable transactions by TTP proofs Accountable transactions by TTP proofs 

•• Traceable by authoritiesTraceable by authorities
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Best PracticeBest Practice



34

Innovative SolutionsInnovative Solutions

•• One card, multiple usagesOne card, multiple usages

•• Higher security levelHigher security level

•• Secure Remote AccessSecure Remote Access

•• Monitored accessMonitored access
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Worst use case Worst use case 


