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fp LEXTELUST Social Relevance

e Sensitive Data : Image of the individual

e Favors new type of communication

e Digital divide (cost, complexity)

e Protect against new threads : ldentity theft
* Privacy




rLLIJXTI"IJET

With one LuxTrust Certificate the

user can access multiple
applications

Each user has
1 LuxTrust ID
( PKI)

The costs for the certificate can be shared
among the multiple application providers

allowing them to get PKI technology at a
fraction of the price of an own solution.

Mutualisation Effect

Applications
(Examples)

[ E-Government
L (Portal) )
Social security
Para-

. Governmental |
Bank A
Bank B
New Multiline
Company X
Company Y

Municipalities

SMEs

:Administration A:

kAdministration B)

\Administration CJ

Common
applications allow

further levels of
cost sharing

Bank A

Bank B

Bank C

2 0
Closed user

group




LLIXTIMAST

Card Delivery

[FLUXTIUST
b

LuxTrust 5.A.. BP. 43
L-2010 Luxambourg

e sty

Fax: + 352 26 68 15— TE3

Chére cliente, cher client,

Mous avons le plaisir de vous remettre votre nouvelle carte & puce LuxTrust. Veuillez lie atentivemnent les conseils
dutilisation

*  nevous séparaz jamais de volfe care et congervez-la en lisu sor;

= wvolre carte est sinctement destinés a usage personnel;

& veuillez conserver vos codes secrets séparément de votra carte a puce;

»  encas de perts cu de vol, contactez immédiatement le service de suspension et de révocation LuxTrust au
numara di Héphone «352 24 550 550 afin de procéder & une SESPENSON de volre cane.

En restant entiérement & voire disposition pour toute information supplémentaire, veulllez agréer, chére clients, char
client, 'expression de nos sentiments distingués.

Diear customer,
Please find anclosed your néw LuxTrust smart card. Please find below some proposals for adequate use:

+  always keep your card in your possession and in a safe place;

= your card is strictly for parsonal use;

* o nol slone your secret codes in the same place as your smartcand,

s inthe case of loss or theft, please contact the LuxTrust suspension and revocation desk immaedialaly
on +352 24 550 550 fo suspend your card.

Please do not hesitate 1o contact us for any further iMomation

Sahr geahrie Kundin, sehr geehrer Kunde,
wir freuan ung, lhnen Ihre neue LuxTrust Chipkarte zukommen zu lassen.
Bitte: beachten Ske folgende Benutzungsratschiage:

+  bewahren Sie lhre Karte stets an sinem sicheran O
auf;

+ diese Kare ist strikt persénlich, und darf nur von fhnen
angewendat werden;

+  bewahren Sia Ihre Kare nie am gleichen Ort wia ihre
Gehaimzahlen auf;

+ falls Sie die Kare verlieren oder Fwe Karte gestohlen
wurde, bitten wir Ske unverziighich die LuxTrust
‘Widerrufungsstelle auf der Nummer +352 24 550 550
anzuruten um ihre Karte sinstweilig zu widerrulan

Filr weitere Informationen stehén wir Ihnen germe zur
Verfilgung und werbleiban mit freundlichen Grisssn.

rLuxTr‘uET 30101414 oooozz
L

0000%4 000022
I.ll'lTlUﬂ SA.
I.~20\0 L\ll‘lmbuug
|
Fax: + +3§228 B8 15 - 789
LUXTRUST S.A.

iadame sieur, 7. RUE ALCIDE DE GASFERI

Ce pli ﬁ:ﬁm vos codes sacrets L-1615 LUXEMBOURG
PETSONNEs. LUXEMBOURG

Sehr geehrta(r) Kundin / Kunde,
dieser Brief enthait Ihre
persanlichen Geheimzahlen.

Dear customer,

please find your personal secret codes
underneath.

IMPORTANT

IMPORTANT WICHTIG

LuxTrust Helpdesk
+352 24 550 550

Enmdnpah!vﬂdommoud.dmmﬂdemmm

24/7

Certificate number

9800 0029 10

Veuillez gratter ka zone protégée afin de
@écouvrir vos codes secrets

Important: Notes explicatives voir versa.
Important: Read explanation on the back.
Wichtig: Bitte Informationen auf der Rilckseite lesen.




fpLUXTrEUsT Certificate holders

LuxTrust Smartcards, Signhing Sticks and Signing
Server Certificates will only be issued to:

 Physical persons as private individuals:
— Signatures and other operations are made as a private person

 Physical persons as employees or representatives of a
company / institution:

— Signatures and other operations are made as a representative of a
company or institution



IT_LUXTPUET Professional Certificates / Mandate

Type of actors:

« Application Providers (i.e. Online-banking)
 Employee / professional person
e Administrators

* Private person



LLUXTIILUST . .
IT_ Professional Certificates / Mandate

Card issuing :
= agreement to issue the card

# mandate or specific rights

Card usage is regulated by:
- LuxTrust's General Terms and Conditions

- Contract between company and card holder / Mandate
(i.e.: signature rights)

- Contract between company and application provider
(i.e.: access rights)



LUXTIUST
Jh Qualified Signatures: Never -ending Story

« Advanced Electronic Signature

— Uniquely linked to the signatory
— Capable of identifying the signatory

— Created using means that the signatory can maintain under his sole
control

— Linked to the data to which it relates in such a manner that any
subsequent change of the data is detectable

e Qualified Electronic Signature

— Advanced Electronic Signature
— Based on qualified certificates
— Created with a secure signature creation device



TLUXTIUST
L

Details | Certification Path

show: | zallz i

Figld Yalue *

Version W3

m

Serial number 20

Signature algorithnm shalRs5a

Issuer LuxTrusk TEST Gualified CA, L...
'-.-'ali-:l From ‘Wednesdaw, Maw 07, 2008 11...
Saturday, May 07, 2011 11:4...
Prissaber Person; bestidbesh oo,
Puihlic ke RS54 (1074 Riksh

T = Privake Person

E = test@test.com
SERIALMUMEER. = 12345675945613
G =Meo

aM = Marpheus

M = Meo Morpheus

2 = Mineur jusgu'a @ 02/05/2009
C =L

I_gdit Froperties ... | [ Copy ta File... ]

Learn more about cerkificate details




LLIXTIMMUAST .
[ Expectations

 Application Providers

— Elements of proof

— Cost reduction by mutualisation of resources

— Keep control of authorisation and internal security
— Facilitate compliancy

— Solutions against new type of attacks

« Customers
— Sole control of security credentials
— Elements of proof
— Control of personal data



|T_LIJXTF'IJET Real |ty

e |T people know WHAT to do,

e But very often don’t understand HOW it works

 And even worse ignore WHY certain implementation
steps are necessary

Security Is often an illusion



fpEbxrrusT Cryptography : no future ?

SHA-1 Broken

“SHA-1 has been broken. Not a reduced-round version. Not a
simplified version. The real thing.”

RSA Broken
Branch Prediction Analysis attack

Biometrical Passport not secure

“Adi Shamir was unexpectedly pessimistic about the future, saying
that the security of the systems we use worsens as the systems
become more complex. He even went so far as to say that we would
conclude 30 years down the road, that cryptography had won many
battles, but lost the war for greater security.”



EHxTrEUsT Customer View

 Doubts due to real or sensational press releases

« Provided applications not really helpful to give
confidence

 Technology not understandable

o Acceptance by flexibility : anywhere, anytime

People need Control Possibilities



T Challenge

No intelligence on PC ?

There is, but it was not our business.

Securing a by design un-secure environment.



LHxrrEsT Common layer

Applet {not provided) |

Smart Card Signing Server Future
Interface Interface extensions
YWindows Linw Signer Custom er
Mative M ativ e Comrmunication Protocol

Extarnal native External TCP
calls Socket connection

Abstraction of smartcard and Signing Server communication
Plain Java Objects for easy integration into applications

15



fLExTrusT Wrong assumptions

Big Bang Migration

Protection against all threads

Loose control of security : Application providers
Privacy : one id-number for everybody ?



rLLIJXTr'IJET RO

e |Internal Usage : VPN, SSO
e Secure electronic exchange (Sofie, e-File)

 Reduce administrative burdens and costs
e |nternational Interoperability

e Multi-application cards

« Paperless Legal Archives



|T_LLIXTF'IJET

=

E-mail Security

Authenticity

Integrity

q“iﬁ Symmetric key




'T_'J'L'XTFUET E-mail Security

E-mail

Authenticity | g

|Confidentiality

I Encryption

P Signature




rl_'J'L'XTr'UET Digital Signatures: Integrity & Authenticity

Sender
Hash walue
Message Mesage Sender's encrypted Encrypted
body — hash — private key — with senders — hash value —# Message
captured calculated retrieved private key appended senk
& D Qn g =
— Encrypted Message Message Sender's
recew%d - hash =  body —p hash = public key
retriaved retrieved calculated retrieved
g2 g1 O a3
Receiver

!

Encrypted hash Decrypted hash Signed
decrypted with = compared with —#  message
sender's public key caloulated hash validated

3 K=K

Source: http://technet.microsoft.com/en-us/library/bb123848(EXCHG.65).aspx



rl_'J""XTr'UET S/MIME Encryption: Message Confidentiality

Sender Message Recipient's One time Message body
body =+ public key = session key —# encrypbed with
captured retrieved generated Session kay
Session key Session key
encrypted ey appended to Message
with recipient's encrypted zent
public key Message
F /=D
AR ® & @2
Recelver
Encrypted Recipient's Session key Message body Decrypted
Meassage message bady —p iy decrypted with decrypted with message
i : private key — — —
recejved and sassion eFiTaval recipient’s decryptad returned to
key retrigvead private key session key recipient

Source: http://technet.microsoft.com/en-us/library/bb123848(EXCHG.65).aspx



[[LUXTIUST ,
=] Flexibility / transparency with secure gateways

L
Secure 1
Gateway r 4 _}

TLS/SSL
SIMIME

< ﬁ N, I

Secure =

~— Gateway S/MIME




LHxrrEsT Standards

RFC 3850 S/IMIME 3.1 Certificate Handling Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as ....

Using Distinguished Names for Internet Mail End-entity certificates MAY contain an Internet mail
address....

The email address SHOULD be in the subjectAltName extension, and SHOULD NOT be in the subject
distinguished name.

Receiving agents MUST recognize and accept certificates that contain no email address.

Receiving agents MUST recognize email addresses in the subjectAltName field. Receiving agents
MUST recognize email addresses in the Distinguished Name field .

Sending agents SHOULD make the address in the From or Sender header in a mail message match
an Internet mail address in the signer's certificate. Receiving agents MUST check that the address in
the From or Sender header of a mail message matches an Internet mail address.....

A receiving agent SHOULD provide some explicit alternate processing of the message if this
comparison fails, which may be to display a message that shows the recipient the addresses in the
certificate or other certificate details.



LExrrbsT Mail Client Behaviours




[ LEXTrEsT Email Scenario 1

(— Ig .,:‘ U v s testl - Message (HTML) A e G
| Message | Breveloper @
| o = = T “1: !
it - ? Find
= @ _% x | bt S % &), safe Lists - gii Yr ‘1 é% i
A : Al A | 2y Related -
Reply. Reply Forward || Delete Move to ‘Create. Ofher Brock 55 Nt Junk Categorize Follow Markas || |

_ to Al Folder™ Rule Actions~ || Sender | - Up~ Unread ki Sefect -

1l Respond Actions J | Junk E-mail I Optians ) Find |
From: Stefano Susca Sept:  MELO7/05/2008 10:53
To: Guy MULLER
Ce
Subject: testl
Signed By There are problems with the signature. Click the signature button for details. &

.:
test -

[ e regatp T
Digital Signatus =

Subject:  testi

From: Stefano Susca

Signed By: stefano.susca @luxtrust.lu

ﬁ The digital signature on this message is Invalid or Mot Trusted.

For more information about the certificate used to digitally sign
the message, dick Details,

Details...

Warn me about errors in digitally signed e-mail before message opens.




rLLIJXTr'IJET

' Message Security Properties

& Subject: testl

Messages may contain encryption and digital signature layers. Each digital
signature laver may contain multiple signatures.

Security Layers
Select a layer below to view its description.
0 Subject: testl

----- 0 Dugnﬁl Slgnature Layer

Description:

|Error: &
{The certificate used to create this signature is on a valid Certificate
|Revocation List,

(Cinnad ko etafana oncesrmlivte et b nicimin DCA SHA T 5t AN Ead

Click any of the following buttons to view mare information about or make
changes to the selected laver:

Edit Trust... | | View Details... || Trustcertificate Authority... |

Close

[¥] warn me about errors in digitally signed e-mail.

Email Scenario 2

‘Signature (% =)

General i_DE‘IS_i

Signature Information

Message format: S/MIME

Signed by: stefano.susca@uxtrust.u
Signature status: Error: There were problems validating
Signing time: 10:52:41 07/05/2008
Digest algorithm: SHA1L

Signature algorithm: RSA (1024-bits)

Certificate Information

Issued by:

LuxTrust Mormalised CA

Certificate status:  Error; The cerfificate used to create this

[ View Certificate. .. ]




rLLIJXTr'IJET

Lorem lpsum Inc.
24, rue Sit Amet
L-1212 Consectetuer

ﬁ?éo

Morpheus

Digitally signed by Néo Marpheus

Spécimen4.01 Ipsum Lorem Inc.
DM: c=LL, cn=Néo Morpheus )
spécimen 4.01, sn=Morpheus 42, rue Amet Sit
Specimen 4.01, givenMame=Néo, - P
serfalNumber=101005837900002 L-2121 Adipsicing

S DECI men 4.07 s2:07, ttie=private person

Date: 2008.01.09 (6:36:31 +0100°

Objet : Lorem ipsum dolor

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Sed non risus.

Suspendisse lectus tortor, dignissim sit amet, adipiscing nec, ultricies sed,

dolor. Cras elementum ultrices diam. Maecenas ligula massa, varius a,
semper congue, euismod non, mi. Proin porttitor, orci nec nonummy

molestie, enim est eleifend mi, non fermentum diam nisl sit amet erat. Duis

semper. Duis arcu massa, scelerisque vitae, consequat in, pretium a,




rLLIJXTr'LIET

'"Signatq re Properties

Summary Document E Signer l Dater’Time-l Legal |

@ Sighature iz VALID, signed by Méo borpheus Specimen,

Signed by: iNéo tarpheus Spécimen

Showe Certificate.,,

Reasan: ]Not available

Date: 12008f04r’28 15:22:26 +02'00°

Walidity Summary

@ The signer's identity is valid,

Sighature was created using Adobe Acrobat 8,10,

Laocation: |N0t available

g& The Document has not been modified since this signature was applied.

I, Signature dateftime are from the clock on the signer's computer,

“alidate Signature] l Close

Adobe : Valid Signature

'"Signatq re Properties

@ Sighature iz VALID, signed by Méo borpheus Specimen,

| Surnmary I Document_ Signer

@ The signer's identity is valid,

Signed by lNéD Morpheus Spécimen Showe Certificate...

@ Click Show Certificate for more information aboutthe signer's certificate and its validity
details, or to change the trust settings for the certificate or an issuer certificate,

Walidity Details

;& The signer's certificate has been issued by a certificate authority thatyou have
trusted to issue certificates for the purpose of signing,

@ The path from the signer's certificate to an issuer's certificate was successfully built,

,& The signer's certificate is valid and has not been revaked.

Signer's Contact Information:  |Mot available

“alidate Signature] l Close




rLLIJXTr'IJET

Signature Yalidation Status

Signature is INVALID,

Adobe : Revoked Certificate

Progress

ko cancel

Contacking htkpi) focsp luxkrust, U Far OCSP based revocation checking, press ESC

(

)

- The Docurent has not been modified since this signature was applied,
- The signer's identity is invalid because it has been revoked,

Legal NDtiEE...J [ Signature Propetties. .. ] [

Close

)

R

Neo301-2
Morpheus
Specimen

Digitally signed by Neo301-2
Morpheus Spécimen

DN: c=LU, |=Luxembourg,
o=LuxTrust S.A. - Testcard,
ou=B112233, cn=Neo301-2
Morpheus Spécimen,
sn=Morpheus Spécimen,
givenName=Neo301-2,
serialNumber=1010033371000020
6253, email=dummytest@luxtrust.
lu, title=Professional Person

Date: 2008.01.09 12:38:04 +01'00’




fEEXTrU=T Mass signature & Timestamping




NSEXTTH=T 0 privilege Management Infrastructure

e Authorization

e Rights on certain objects
 Role based

 Attribute certificates

e Acceptance by the market ?

End_user » Application Provider

Attribute Authority




LLIXTIMAST

rl__l ldentity Management and Pseudonyms

e |Information, not only privileges

e |nformation holder has control over his data

* |Information delivered on an ‘as needed’ base
 Multiple pseudonyms, sector specific
 Anonymize user towards application provider
e Accountable transactions by TTP proofs
 Traceable by authorities




LLIXTTILIST .
IT-J Best Practice

WebSeal
Gateways

I

I
- I | _
' | = ) I B
| il ' Poli and | IS
I n R | s Y
- Validation i Session | i ¥

Servers I Management | LDAP user
E | Servers : repository
|




EHxTrEUsT Innovative Solutions

* One card, multiple usages | g
« Higher security level .
e Secure Remote Access
e Monitored access
SCopIlovpNn

certified access

- £7 CONOSTIX
| -




LLIXTIrUAST
n: Worst use case




